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Technical Specifications 

 
Brand Name Servers Quantity: 2 pcs 
Chassis 2 U Rack Mountable CPU 2 x Intel Xeon-Gold 5120 (2.2GHz/14-core/105W) Processor Kit 
CPU L3 CACHE Memory 8.25 MB L3 cache to 38.5 MB L3 cache depending upon processor model chosen 
Motherboard Intel® C621 Series Chipset 

Memory 

Server should support 24DIMM slots. 192 GB (6*32GB) should have included scalable up to 1.5 TB using DDR4 Load Reduced DIMM (LRDIMM) operating at 2600 MHz (depending on processor model). Should be capable of identifying and reporting whether genuine OEM memory is installed for system reliability. System should support up to 128GB (8* 16GB) persistent memory. While the server is powered off, data should be saved in the NAND flash memory of each persistent memory DIMM to restore when power is on. 
Memory Protection Advanced ECC with multi-bit error protection, Online spare, mirrored memory and fast fault tolerance 
HDD Bays Server should support up to 24 SFF HDD/SSD  Server should include 6 x 2.4TB SAS 12G Enterprise 10K Hard disk drive  Hot Plug SFF or LFF SATA/SAS/SATA SSD/SAS SSD and NVMe drives 

Controller 
Server should have one controller supporting Mixed Mode which combines RAID and HBA mode, PCIe 3.0 based 12Gb/s SAS Raid Controller with RAID 0/1/1+0/5/50/6/60/1 Advanced Data Mirroring/10 Advanced Data Mirroring (onboard or on a PCI Express slot); Mirroring with 2GB battery backed write cache (onboard or on a PCI Express slot); Storage controller should support Secure encryption/data at rest Encryption Networking features Server should have included networking card 1Gb 4-port network adaptors 

Interfaces Serial - 1 Micro SD slot - 1 USB 3.0 support With Up to 5 total: 1 front, 2 rear, 2 internal (secure) Bus Slots Six PCI-Express 3.0 slots, at least two x16 PCIe slots 
Power Supply Should support hot plug redundant low halogen power supplies with minimum 94% efficiency Fans Redundant hot-plug system fans 

Industry Standard 
Compliance 

ACPI 6.1 Compliant PCIe 3.0 Compliant PXE Support WOL Support Microsoft® Logo certifications USB 3.0 Support USB 2.0 Support Energy Star ASHRAE A3/A4 UEFI (Unified Extensible Firmware Interface Forum) 



System Security 

UEFI Secure Boot and Secure Start support Security feature to ensure servers do not execute compromised firmware code FIPS 140-2 validation Common Criteria certification Configurable for PCI DSS compliance Advanced Encryption Standard (AES) and Triple Data Encryption Standard (3DES) on browser Secure Recovery - recover critical firmware to known good state on detection of compromised firmware Ability to rollback firmware Secure erase of NAND/User data TPM (Trusted Platform Module) 1.2 option TPM (Trusted Platform Module) 2.0 option Bezel Locking Kit option Chassis Intrusion detection option 
Operating Systems and 
Virtualization Software 
Support 

Microsoft Windows Server Red Hat Enterprise Linux (RHEL) SUSE Linux Enterprise Server (SLES) VMware ClearOS 
GPU support System should support NVIDIA's latest computational accelerators and graphics accelerators 
System tuning for 
performance  

1. System should support feature for improved workload throughput for applications sensitive to frequency fluctuations. This feature should allow processor operations in turbo mode without the frequency fluctuations associated with running in turbo mode 2. System should support workload Profiles for simple performance optimization 
Secure encryption 

System should support Encryption of the data (Data at rest) on both the internal storage and cache module of the array controllers using encryption keys. Should support local key management for single server and remote key management for central management for enterprise-wide data encryption deployment. 
Warranty Server Warranty should include 3-Year Parts, 3-Year Labor, 3-Year Onsite support with next business day response.  
Provisioning 

1. Should support tool to provision server using RESTful API to discover and deploy servers at scale 2, Provision one to many servers using own scripts to discover and deploy with Scripting Tool (STK) for Windows and Linux or Scripting Tools for Windows PowerShell 

Firmware security 
1. For firmware security, system should support remote management chip creating a fingerprint in the silicon, preventing servers from booting up unless the firmware matches the fingerprint. This feature should be immutable. 2. Should maintain repository for firmware and drivers recipes to aid rollback or patching of compromised firmware. Should also store Factory Recovery recipe preloaded to rollback to factory tested secured firmware. 

Embedded Remote 
Management and firmware 
security 

 1. System remote management should support browser based graphical remote console along with Virtual Power button, remote boot using USB/CD/DVD Drive. It should be capable of offering upgrade of software and patches from a remote client using Media/image/folder; It should support server power capping and historical reporting and should have support for multifactor authentication. 2. Server should have dedicated 1Gbps remote management port. 3. Remote management port should have storage space earmarked to be used as a repository for firmware, drivers and software components. The components can be organized in to install sets and can be used to rollback/patch faulty firmware. 3. Server should support agentless management using the out-of-band remote management port. 4. The server should support monitoring and recording changes in the server hardware and system configuration. It assists in diagnosing problems and delivering rapid resolution when system failures occur. 6. Should support RESTful API integration. 7. System should support embedded remote support to transmit hardware events directly to OEM or an authorized partner for automated phone home support. 



Server Management 

Software should support dashboard view to quickly scan the managed resources to assess the overall health of the data center. It should provide an at-a-glance visual health summary of the resource’s user is authorized to view. 
The Dashboard minimum should display a health summary of the following: • Server Profiles • Server Hardware • Appliance alerts 
The Systems Management software should provide Role-based access control 
Management software should support integration with popular virtualization platform management software like vCenter, and SCVMM 
Should help provide proactive notification of actual or impending component failure alerts on critical components like CPU, Memory and HDD. 
Should provide an online portal that can be accessible from anywhere. The portal should provide one stop, online access to the product, support information and provide information to track warranties, support contracts and status. The Portal should also provide a personalized dashboard to monitor device heath, hardware events, contracts and warranty status. Should provide a visual status of individual devices and device groups. The Portal should be available on premise (at our location - console based) or off premise (in the cloud). 
Should help to proactively identify out-of-date BIOS, drivers, and Server Management agents and enable the remote update of system software/firmware components. 
The Server Management Software should be of the same brand as of the server supplier. 

MAF Manufacturer Authorization Form - Mandatory 
   

Virtual Infrastructure with 
Management  
(VMware ESXi 6.7) 

Quantity: 1 pcs 

Mandatory Features 

Virtual Infrastructure Solution must provide business continuity and always-available IT, Reduce IT footprint and simplify management, Save on IT hardware costs, improve service levels and application quality, Strengthen security and data protection. 
Virtual Infrastructure Solution must provide robust Hypervisor Architecture, production-proven, high-performance virtualization layer that enables multiple virtual machines to share hardware resources with performance that can match or exceed native throughput. 
Virtual Infrastructure Solution must provide centralized management and performance monitoring for all virtual machines and hosts with built-in physical-to-virtual (P2V) machine conversion and rapid provisioning, using virtual-machine templates. 
Virtual Infrastructure Solution must provide Virtual Machine file system. 
Virtual Infrastructure Solution must provide virtual machines to access shared storage devices. 
Virtual Infrastructure Solution must provide Thin Provisioning. 
Virtual Infrastructure Solution must provide Converter which enables IT administrators to rapidly convert physical servers and third-party virtual machines to virtual machines. 
Virtual Infrastructure Solution must provide Hardware compatibility with the broadest range of 32- and 64-bit servers and OSs, storage and networking equipment and enterprise management tools. 
Virtual Infrastructure Solution must include the business-continuity features and components for always-available IT. 
Solution Must be Licenses in bundle Centralized Management. 
License kit must include 6 CPU licenses for 3 servers with up to 2 processors each and 1 license for Centralized Management Module. 
License Kit must be perpetual with 3 Year Production Support and Subscription. 

   



Backup software for Virtual 
Infrastructure (Veeam) Qty: 1 pcs 

Mandatory Features 

Backup software must work with VMware and Microsoft new released versions. All functionalities in this specification MUST be supported on all hypervisor versions mentioned. Software must support hosts managed by VMware vCenter Server and standalone hosts.  Software must support Hyper-V hosts managed by System Center Virtual Machine Manager, clustered hosts and standalone hosts and Nano Server install mode Software must support backing up all operating systems that are supported by VMware or Hyper-V. All features and components required in this document must be included in the price. No additional licensing fees (per TB protected, deduplication additionally charged) are allowed Software must be „hardware agnostic” and must utilize any server and storage hardware Software must create self-containing backup archives in form of files that are freely movable with option to create such files per backup job or per VM Software must have deduplication and compression mechanisms resulting in reduction of storage space for backup files. Enabling deduplication and/or compression mustn’t disable any functionality mention in the specification 
Software must provide an abstraction layer over individual storage devices (extents) to create a single virtual pool of backup storage for storing backups. Unlimited amount of extents must be supported.  Software cannot use central database for storing any kind of deduplication metadata. Losing database cannot render backup files un-restorable.  Software can NOT require installation of any kind of permanent agent inside VMs that requires maintenance, deployment, upgrade etc., for all backup and restore operations Software must use „single pass backup” with ability to exclude single files and folders from processing. “Single pass backup” is required for all kind of restore purposes including granular restores Software must have mechanisms of informing about success or failure of backup job thru email or SNMP message, and in VMware environment – set note on VM. Software must allow any kind of script to be attached and executed as a pre or post backup task or pre or post VM snapshot VMware task Software must allow backing up of configuration of the whole solution in case reinstallation from scratch must be needed.  Software must offer encryption of whole network traffic between all components as well as “at rest” encryption of backup files in repository. Encryption can’t disable any functionality mentioned in specification. Software must offer key management and recovery in case of lost backup files password. Software must support backing up VMs running on Hyper-V that use shared *.vhdx disks. There must be possibility for tape server to be separated from backup server Software must allow copying restore points to remote location. Copies  must allow creating and retaining GFS (Grandfather-father-son) retention policy 
Software must leverage Catalyst protocol when HPE StoreOnce is used as a backup repository. This must be supported using network or FC connectivity Software must support BlockClone API when Windows Server 2016 with ReFS file system is used as backup repository Software must have replication of production VMs directly from VMware vSphere infrastructure, between ESXi hosts, including asynchronous continuous replication. Software must additionally allow backup files to be source of replication jobs. Software must allow keeping multiple restore points on replica VMs Software must allow replica “seeding” from existing VM. Software must have same replication features for Hyper-V Software must leverage all backup transport modes supported by hypervisor (network, hotadd, direct SAN and direct NFS access) Software must have ability to create „ad-hoc” backup using native console or vSphere web client. Software must allow parallel processing of VMs and their disks including parallel restore of virtual disks in full VM restore mode. Software must allow instant restore of multiple virtual machines at the same time, directly from the backup files from any restore point (built in NFS Server functionality). This functionality must work regardless of hardware used for storing VM backup files. Similar functionality of instant restoration must be included for Hyper-V also.  



Software must allow on-line migration of VMs that run in that manner to production storage using hypervisor’s features. Solution must also provide its own feature that will provide such capability. Software must allow full VM restoration, VM files, or VM disks. Software must allow full VM restoration directly to Microsoft Azure. Software must allow restoration of files to operator’s machine or directly to VM running in production without need of agent installed inside VM. There must be no file size or file amount limitation during agentless restore. Software must allow restoration of files directly to a VM using the network connection and VIX API in VMware environments and PowerShell Direct in Hyper-V environments.  Software must support file restore from Linux LVM and Windows Storage Spaces. Software must allow rapid and granular restoration of application objects without using any agent installed inside VMs. Software must support Active Directory granular restore of any object and any attribute of this object including password, Group Policy Objects, AD configuration partition, AD integrated DNS records Software must allow file indexing inside Microsoft Windows and Linux VMs enabling fast file search in backup files.  Software must use VSS mechanism built into Microsoft Windows OS where applicable Software must allow „reverse CBT” and direct SAN restores Software must allow creation of Virtual Lab (isolated environment) for VMware and Hyper-V infrastructure using VMs ran directly from backup files. For VMware it must offer creating such environment directly from storage snapshots created on supported devices. Software must have backup restoration verification mechanisms allowing of testing VMs restoration in isolated network environment for VMware and Hyper-V infrastructure. Verification must allow testing application inside VM with custom or predefined scripts. Verification must be schedulable and completely automated. Software must have similar mechanisms for testing replica VMs in vSphere environments 
License kit must support minimum of 6 CPU licenses for 3 servers  License Kit must be valid for the length of the term for 3 Year with Production Support and Subscription License Kit must support minimum 30 Virtual Machines  

   
Brand name UPS 5000VA   Quantity: 1 pcs 
Topology                                                           On-line double conversion with PFC (Power Factor Correction) system 
Configuration Rack/Tower 
Rating (VA/Watts) 5000/4500 
Rail Kit Included Yes 
Connection Hardwired 
ELECTRICAL INPUT 
  
Input Voltage Range 176-276V without derating (up to 100–276V with derating) 
Nominal Voltage                                  200/208/220/230/240V 
Frequency 50/60 Hz auto selection 
Frequency Range                                 40-70 Hz 
Short Circuit Current 90 A 
THDI                                                                  <5% 
ELECTRICAL OUTPUT 
  
Voltages 200/208/220/230/240V +/– 1% 
Voltage THD < 2% 
Outlets (8) IEC-320-C13, (2) IEC-320-C19, Hardwired 
Overload Capacity 102–110% : 120s, 110–125%: 60s, 125–150%: 10s, >150%: 500ms 



Efficiency (Normal Mode)  Up to 94% in Online mode, 98% in Hi-Efficiency mode 
Output Frequency 50/60 Hz auto selection, frequency converter as standard 
Load Crest Factor      3:1 
Battery Management Temperature compensated charging method, automatic battery test, deep discharge protection, automatic recognition of external battery units. 
COMMUNICATIONS 
  User Interface Multilingual graphical LCD display 
Communication Ports 1 USB port, 1 RS232 serial port, 1 mini terminal block for remote On/Off and 1 for remote power Off 
Warranty 1 Year 

  
RACK CABINET                                Quantity: 1 pcs 
Rack Cabinet                                                          42 Unit 
Length- width 800x1000 
Included Ventilator, PDU min. 6 socket with protection key, cable organizer 2 pieces 
Sliding Shelf 800depth 465x515mm, Compatible with any brand cabinet, 2 pieces 

 
 

Core Switch Quantity: 2 pcs 
Switch Gigabit Ethernet 
Ports 24 x 10/100/1000 ports   4 x 10 Gigabit Ethernet (2 x 10GBase-T/SFP+ combo + 2 x SFP+) Performance Forwarding performance (64-byte packet size): 95.23 Mbps  Switching capacity 128 Gbps 
Advanced Switching Layer 3 
MAC Address Table Size 16K entries  Flash 256 MB 
CPU At least 800 MHz (dual-core) ARM 
CPU memory 512 MB  Packet buffer 1.5 MB 
Status Indicators Port transmission speed, system, link/activity  Routing Protocol Static IP routing  Stackable Stackable p to 8 units in a stack. Up to 400 ports managed as a single system with hardware failover. 

Master/backup for resilient stack control 
Autonumbering 
Hot swap of units in stack 
Ring and chain stacking options, autostacking port speed, flexible stacking port options 

Form Factor 
 

rack-mountable 

 
Features 

Access Control List (ACL) support, Dynamic VLAN Support (GVRP), Energy Efficient Ethernet, IPv6 support, LACP support, Multiple Spanning Tree Protocol (MSTP) support, Quality of Service (QoS), Rapid Spanning Tree Protocol (RSTP) support, 



Spanning Tree Protocol (STP) support, VLAN support, flow control, layer 2 switching, reset button Compliant Standards IEEE 802.1D, IEEE 802.1Q, IEEE 802.1p, IEEE 802.1s, IEEE 802.1w, IEEE 802.1x, IEEE 802.3, IEEE 802.3ab, IEEE 802.3ad (LACP), IEEE 802.3az, IEEE 802.3u, IEEE 802.3x, IEEE 802.3z VLAN Support for up to 4094 active VLANs simultaneously; port-based and 802.1Q tag-based VLANs; MAC-based VLAN 
Management VLAN 
Private VLAN with promiscuous, isolated, and community port 
Guest VLAN, unauthenticated VLAN, protocol-based VLAN, IP subnet-based VLAN, CPE VLAN 
Dynamic VLAN assignment using RADIUS server along with 802.1x client authentication 

Voice VLAN Voice traffic is automatically assigned to a voice-specific VLAN and treated with appropriate levels of QoS. Auto voice capabilities deliver networkwide zero-touch deployment of voice endpoints and call control devices. 
Multicast TV VLAN Multicast TV VLAN allows the single multicast VLAN to be shared in the network while subscribers remain in separate VLANs. This feature is also known as Multicast VLAN Registration (MVR). 
Pv4 routing Wirespeed routing of IPv4 packets 

Up to 7K routes and up to 256 IP interfaces 
Wirespeed IPv6 static routing Up to 7K routes and up to 256 IPv6 interfaces 
Layer 3 interface Configuration of Layer 3 interface on physical port, LAG, VLAN interface, or loopback interface 
CIDR Support for classless interdomain routing 
RIP v2 Support for Routing Information Protocol version 2 for dynamic routing 
VRRP Virtual Router Redundancy Protocol (VRRP) delivers improved availability in a Layer 3 network by providing redundancy of the default gateway servicing hosts on the network. VRRP versions 2 and 3 are supported. Up to 255 virtual routers are supported 
Policy-based routing (PBR) Flexible routing control to direct packets to different next hop based on IPv4 or IPv6 ACL 
DHCP server Switch functions as an IPv4 DHCP server serving IP addresses for multiple DHCP pools/scopes. 

Support for DHCP options 
DHCP relay at Layer 3 Relay of DHCP traffic across IP domains 
User Datagram Protocol (UDP) relay Relay of broadcast information across Layer 3 domains for ap 
Security 
SSH 

SSH is a secure replacement for Telnet traffic. SCP also uses SSH. SSH versions 1 and 2 are supported 
SSL Secure Sockets Layer (SSL) encrypts all HTTPS traffic, allowing secure access to the browser-based management GUI in the switch. 
IEEE 802.1X (authenticator role) RADIUS authentication and accounting, MD5 hash, guest VLAN, unauthenticated VLAN, single/multiple host mode, and single/multiple sessions. 

Supports time-based 802.1X dynamic VLAN assignment. 
Web-based authentication Web-based authentication provides network admission control through web browser to any host devices and operating systems. 
SFP to be included 10GBASE-CU SFP+ Cable 1 Meter, passive 
Warranty Three years 
MAF Manufacturer Authorization Form - Mandatory 

  



Access control and monitoring of operating conditions in data and communication rack cabinets 
 

Features 

The system for monitoring data and communication cabinets must include the functionality of access control, operational control and video surveillance in one unit with the possibility of remote centralized monitoring and management of all parts of the system through a web application.  To ensure maximum system management availability, the solution must support monitoring through a mobile version of the custom application that works with mobile devices running in OS and Android operating systems.   The system must consist of controllers, sensors, card readers; locks, IP cameras and other peripheral equipment needed to achieve the complete functionality of the solution through controllers. Must have an Ethernet interface to communicate with the application via the LAN computer network. Monitoring of the environment must include measuring or detecting temperature, humidity and water penetration and the appearance of smoke inside the rack cabinets. Detection of water must be resolved by creating a perimeter around the communications of server cabinets using sensory rope in the room raised floor and in areas. 
Communication  All communications must be made via the TCP / IP protocol, and the data must be protected by the SSL / TLS1.2 security protocol.  

Functionality of 
the System 
  

The system must provide the following basic functionalities: - Control of entry into communication cabinets using electric or electromagnetic locks; - Monitoring of input using magnetic sensors; - The controller must support the choice of 12 or 24V DC power supply voltage; - For access identification, the system must use a contactless RF-ID card 125kHz EM4100 or 13.56Mhz Mifare ; - Temperature measurement in ° C, with a resolution of at least 0.1 ° C and the ability to set the upper and lower limits of the alarm; - Scales in% RH, with a resolution of at least 0.1% and the ability to adjust the upper and lower limits of the alarm; - Detection of flammable gases and penetration of water; - The controllers must be able to connect a battery power supply that allows for a minimum of 4 hours of autonomy without an external power source; - Controllers must be able to connect to two different sources of electricity (redundant power supply); - Controllers must have the ability to connect sound or visual signaling; - The application must enable the collection, storage and display of data collected from the device; - The data must be stored in the relational database; - The application must support the search and display of video logs; - The application must enable the connection of an unlimited number of users to the management console via the WEB interface (HTTPS); - The data flow must be protected by a security SSL / TLS1.2 protocol; - Access to the state of access control and monitoring of the environment must be enabled through the application; - The application must enable configuring and sending alarms for each individual user via E-mail and SMS; - It is possible to create an access schedule for each user for each cabinet or cabinet; - The application must have the ability to store all alarm records and the ability to scan and filter them; - Must be able to unlock the locks or grant access to the protected space through the web application management console as well as through mobile applications; - The system must provide real-time status monitoring via mobile apps adapted to work on iOS and Android mobile devices;  

Equipment 
specification to 
be offered: 
  

1. Rack Access Controller – 1 pcs  - 2 connectors for identification devices with Wiegand communication - 2 connectors with electrical locks or electromagnet with power supply   12 / 24V - 4 ports for magnetic door sensors - 4 Wired Digital Inputs - 2 relay outputs - 4 RS485 BUS connectors for connecting external sensors - Supported Auto Discovery Protocol for RS485 BUS Sensors - Ethernet 10 / 100Base-T communication interface - Communication via Security HTTPS Protocol (SSL / TLS1.2) - Supported protocols: HTTP, HTTPS, SSL / TLS1.2, DNS, DHPC, NETBIOS, SMTP - Built-in WEB server with application for monitoring and managing the device - Power supply via external adapter   12V DC - Possibility of connecting secondary redundant   power - Battery power, SLA battery 12V, max: 7.2Ah 



- Integrated RTC (Real   thereby   Clock) interface - Power supply of external detectors 12V DC - max: 150   mA - Short circuit and overload protection 2. Contactless card reader - 1 pcs - Reading frequency 125kHz or 13.56MHz  - Supported EM4100 or Mifare standards - Power 9-12V DC 3. Smoke detector and flammable gas sensor – 1 pcs - High sensitivity to LPG, butane, propane, hydrogen and   methane - Sensor sensitivity adjustment - Communication interface: RS485 BUS - Auto discovery protocol - Power 12V DC, max: 80ma 4. Temperature and humidity sensor – 1 pcs - Built-in factory-calibrated temperature and humidity sensor - Measurement range: Temperature: -40 - 125 °, Humidity: 0 - 100% RH - Measurement accuracy: Temperature: + - 0.2 °, Humidity: + - 3   % - Resolution Measurement: Temperature: 0.01 °, Humidity: 0.01% - Communication Interface: RS485 Bus - Auto discovery protocol - Power 12V DC, max: 30ma 5. Particle Sensor – 1 pcs - PM1.0, PM2.5 and PM10.0 particle detection  - Power (green LED), Alarm (red LED) - Adjustable sensitivity  - Real-time response  - Zero false alarm rate - Communication Interface: RS485 Bus - Auto discovery protocol - Power 12 VDC  6. Water detector sensor – 1 pcs - Built-in detection probes - Sensor sensitivity adjustment - Communication Interface: RS485 Bus - Auto discovery protocol - Power 12V DC, max: 20ma 

Access control  

Access control must be supported by using electrical locks on the front and rear panel doors and magnetic sensors on the front, rear, and accessible side panel. To identify the gateway system must use the RF ID reader of the contactless card reader mounted on the front and rear doors. The system must support the granting of rights to each user for each rack cabinet, and in particular for the front and rear doors. The granting of temporary access rights for a certain period of time must be supported. All gateways, gateway groups, time periods, and their rights must be stored in the SQL database but also distributed to the local controller memory so that in case of the fall of the local computer network the controllers are autonomous and allow unimpeded access to IT equipment housed in the closets 
Video 
Surveillance 

The system must support integration with IP cameras via the ONVIF protocol and store and view stored video clips. In addition to the camera triggered motion detection, the system must enable the activation of recording and video recording through other system events such as opening / closing the cabinet door and approving or rejecting the RFID identification card. An application must allow easy search of video events logically related to access control access logs or access identification. Warranty  Two Year 
Country of Origin EU 
MAF Manufacturer Authorization Form - Mandatory 

   



 

Mandatory Requirements:     
1. Complete Installation and Configuration to be performed by an authorized supplier 
2. Handover and technical documentation to be provided upon completion of the project 
3. On-Site training for minimum 2 IT staff 
4. 1 Year Local Support to be included / 4 hours response time on-site 


